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Hi309a F=gmias

1.1 #iR

H|3O9a,—E,§EE'EF]JJE\ TESFMSHEENSZAERSER, TENETRIE. H
XENBZREHS, BIERARSIF2. 2GHzEleEI$?A55MEa§, 2it/)\#A55, &

B 7 1{Bi&DDR4/DDR5, REHSAA2666/3200MT/s; 17 F/IMRIEIEIRF{FIEEL
B3, BT ZRCache BATFNETEENEBEIE—EMBRASER; A TIIRL
%ME%‘EB&%’&E%E’JCPUMEE EAZIFRIENW ST R, ST MEEITNA
FREEERISFINES |22, SIREEEFET. EENIIEE. BHQoSEIE., BERE
=1, }SZIPSec\ HPRE;zéUEm R T EIEXGE. GEETERZSMMEIEO, S2iF
RA. B, SCREREZHNERE, WIMAER T ESEALERSEEO, 8iEPCle.

USB. SATA. Local Bus. SPI. UARTZ:,

SASRRZS 01 (2025-10-30) WRINERE © BRIRAEIRAH 1
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[ETA
B 1-1 B5RZEE
L1 Cache (32kB+32kB) *4 L1 Cache (32kB+32kB) *4
L2 Cache 512kB L2 Cache 512kB
L3 Cache 3MB
DDR4/DDR5 =528, Z#FECC, 64bitfs/s SPI/NAND/eMMC
7% efuse/ZRER/LERE/ A EEN/ ZEFHE
Serdes YMEIEO
PCle SGMII QSGMII XFI
He/MgiEn
1*RGMII 2*USB2.0 6*CAN 3*UART
8*12C 2*SFC 4*SP| 3*MDIO
ITAG localBus eMMC NANDC
T iy S
1.2 Ihgekma
& 1-1 IhaEimie
51 s
PSS Cortex-A55, 8*2.2GHz
Cache L1: 32kB+32kBIt 5
L2: &ClusterlJ£=512kB
L3: H#=3MB
DDRizHIZE 64bit DDR4/DDR57# #2842
DDRAGS#HEZ2933Mbps
SASRRZS 01 (2025-10-30) RIS © BRI ABRAE 2
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Hi309a

b
FEaRiEs

1 Hi309a FESREN

it g
FlashizO T1"NANDCEEO, BILAXIHEZNAND Flash
14 eMMCE
2NSFCEEO, AJLANYIESPI Flash
SerDes#E[
PCle IE8APCleE, SZIFSX1FI2*X2F01*X4, FlLanelEHRTiE5G/
2.5Gbps
SGMI BEZYi5261SGMI GEEO
QSGMI BREZHF61QSGMLL
XFL BZ3#541M0GE ( BASE-R/BASE-R with BRFEC)
SATA 2/ NSATARE
BAREO
RGMIL 1MRIZAIRGMLEEO
USB#EO 2NUSB2.0 Host#z[0 ( AI3EZUSB3.0 Device )
CAN 6CANbus 2.030
SPI ASPIHEN, BSPHRA21FIE
Hfthz O UART/I2C/JTAG/localBus/MDIO

1.2.1 LbER=E%FIE

EEEIEARMVS.2-A A64, FOT321E4SE,

7 3ERAS extension, ARMVS8.3-A extension LDAPRIEZ, ARMV8.4-A extension
Dot Productig?.,

o MBEREF

&% ( ELO-3) SZ#F2Mh1T77S (AArch32F0AArch64 ) ,

SHFIRFEHRITRIR K .

YiEdirectFindirecty> 2 F o

BCPU corextiF A E32kBRY—4kI5<S Cachef132kBHI— R EHECache
FNCPU coresz i E128kBRI—FCache,

L1#0L2 CachesZ#FECCEEBIRIG .

SRR NFRBHRIEMMU ,  STASEHAEIE R IR B AIRRET
X#FTrustZoneR £/ K,

XIFSIMDINIZERIES .

Z#5Cryptographicig< .

PEREERY 7 GIC CPU 20, SKIFIMEGICV3,
TIFIMECANI R I EIES

N#5hRZA 01 (2025-10-30)
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o IBSIGIFNRER, HIESIFKNGERNATERE.
o TIF16THIIENINIZSE) ( 440 HPIBHBLE )
o EHTFBEREGEN,

1.2.2 FigdFiE

o FiE=%Cache, /1 CPU CorefEfi—/ 32kBA/INH—45S Cachefl—{~32kB
K/\BOEEECache; CPU Cluster ( £4/NCPU Core ) EE5{—1512kBA/INBI— 4%
Cache,

o EEFE3MBHIL3 Cache,

o IEETFSkyrosHMUAIEEE, EFMOESI—EIENMY, LADirectory45iziSE M
L1/L2 Cache. Memory. 0. Acceleratorf52&#iE—EEE.,

o 121464 bits DDR4/DDR5{Ff#428#%, DDRAGx=EIEZ2933Mbps ( 2ranksz
FR=IRE/I2666Mbps ) , DDRSERSEIEZR3200Mbps, ALAIAAIERA16GBIb

==,
o IFEBAINUES (Exclusive ) [RFAR(E, BI5pN. . 5. 5. SWAPIZ-X-
SREFRE,

o IEMt256kBRIS ESRAM, SRAMERSMNZIFIN. Al 5. AR R FRIEINE
(BREZRETFIRE) , FERERETHENR LZE2FE.

o IEMIRT7AIQDMARTT, NHEEMemory/IOZEIRIEIERIZ o
o ERFFETERIHESTFQOSHITREEE.

o RUURTZANFEIERITBMU, IFEFNSHIBIIRN, BMULIERFMEIRE
BRAEEAE, F IRk EFERRREETEENRONRESEF.

1.2.3 ERSEFIE

o EME—RIBREFERPOE, ALURIERSHPipelineskRTCGRIVALE FEAYIR
F, FOEE RS ThIB R,

o IRMBEHERFTIERPPE, BLAEEIREISAIGE/XGEZ ORI G EARLRHT
i, BT ERRBAESAB ARG, ARERFREFRTS, SR
R iR ERABAREREFRE

o  PPERRIREER44GbpsHILAN Switch, SZFFEARRILAFE, BBoL2+4FE . 25
MACMI26MiwH , L2RERASZIFOKRE, SZIFALDFILH iR =768*80bRY
TCAMZEIR

o REMFE—RIRESERRTIM, ZERABTRSLEO, SSMEATMINGE; X3
R TQoSME . PAFIEIRFIARE, STREEF . WRED/REDEX, BEGERA
IE, TRRERER, SBIER.

o IRMHIEEINRZINEEIRSEC, RIIMEIALE. HUBINMEELESNA, EiEIPSec
ESP. AHEIMYMILZEEZLTE; ERIZ(H T DES/3DES. AES. SHA-1,
SHA-256/224FIMD5&%, RETFSHA-1. SHA-256/224. MD5BIHMACGIEE .
HEFAES-CBCAIMAGZE . EFAESHICCMIZE, DES/3DESFHIAESH B2 HF
ECB. CBC. CFB. OFBFECB. CBC. CFB. OFB. CTR/LFhT{Fi&=,

o IBHEEIEENNEELRHPRE ( High Speed RSA Engine ) , BIARSANNMRES (&
FZINIE ) « RSAZIAXTERY . DHERFHASHIRHAEEINE

SASRRZS 01 (2025-10-30) WRINERE © BRIRAEIRAH 4
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1.2.4 #EO5ER

1.2.5 ZEKHE

B2 Y1541 0GE ( BASE-R/BASE-R with BRFEC ) o

BEYI1E261GEREEO ( Hi309aalFBiYSerDes LaneBH104 ) ; AIFEWTHE
zL; 1000BASE-X/SGMIISZ3FHRETE3.125Gbps.,

ZHFOIEQSGMIIS2XGEF A% o
ERAKSZ3FARE5GBASE-R/ 5GBASE-KR,

23581 PCletE[d, Z3HE8*x1F12*x2F01*x4, ELanei®RZXz1F8Gbps/5Gbps/
2.5Gbps.

#5510 Lane SerDes, HAXGE. GE. QSGMII. PCle. SATAEH,

RUFENERELEOSE:

- 1/NANDCIEO, TJLAXIHEENAND Flash,

- 1feMMCEEO,

- 2SFC#EO, wILARSIESPI Flash,

- 3MHIZAY10M/100Mbps MII/RMIEO,

- IMNEIZAIRGMIEEO,

- 2/MUSB 2.0 Host#[ ( AJ3RZEUSB3.0 Device ) o

- 6/NCANBUS2.0##,

- 2/UARTHEO.,

- 10M12CEEO,

- 4SPIEO, BASPHREAN Ik,

- 7ANESPIEO, RBHt21NRIE,

- 2" HDLCEEO,

- 44 TDMEEO,

- 1NTAGHEO, FIEEE1149.1/IEEE1149.6j858434, CPUMMHEIX Rt
REEEIL, BTAGEOR T AR EREI .

- 1DAVSEERIEO, SZ3FPMBus1.2/IMVP6.SEEEMY o

- 34MDlO%0,

AP ( Application Processor )

ARMVSZEHIRMEEEY, i Trustzonel B, BENAJSEWZ 2/ 2@k, R
BLeZBpOIIREREE ZE (NSEIFR0) , FessdizititkiRL e
iBia ( BENSEEEAR0) &

BRLEFEREE

MINEERLEFRSR, INIEEBEUFRFZNE.
BRELEFRANER1Cortex-M3LZEHILMFEEE4%SC300,
zﬁﬁﬁé?%éﬁm%ﬁmﬁﬂﬂu SERGNEBREES . ZBPSEEHRIARSOCE
TTo

BREZEFRABNE T TERS.

B&MT 9L 2BEIROM code,

B&MIT 9L LESL0S,

SASRRZS 01 (2025-10-30) WRINERE © BRIRAEIRAH 5
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BEOERFREWBRIE. SMINEELZENEBIRSHEEN .
YiFEIELEE . KHE/EH/ZRAEBNZEHR.
IFRGIIREIIL 2R,

EE S MRECryptoEngineSLINV SEZEINE . B EIRLZ 274,
JTAGIEIRIhgeS F@ideFuse RIS F] o

FEFEAR

eFuse: AFIEFCHEMN—REHESEE, EPhLZeBXNEE SR GHREA
$AHash(dE. AiRERX. JTAGEN N AHash{EE ., eFuseIFZ LI IEURLEIIT]
= ProcessorEHIEEN, ZEEDHEIREHNEZEZR™REREES, EEXR
BEi2 ML e Processorifal, Hi309aBGMtkeFuse, 9 BlE2eFuse-DielD. eFuse-
socHliBERRZEF RS EAIMReFuse-Secure,

ROM: HFE(#EBSBC, MNTFBEREFRS, (NAZEiHE,

L3C: BIL3 Cache, HtlitZE/EHENSLLYFRECachelineBITAGIDAERERY , IFEZE
BIEREIRENZ 2B CachelineFHIAS, ZEIFIDTERBEAELZEEN
CachelineFIRE; RFEBEAT, oJLABCE ASRAMIET(ER .

FOMEIEIR R

FlashW@FZEMs, TERFHEREBFRFNNZZIHNXEER, [ERFlashA
STEEREEHN

NANCE &= X% 5315 a BRIZEHIRIINEE o
IFCESIR XIS 5 1haRIZHIRYTRE o
DDRIEBEHHARM T HIEFEIIZ 25

GIC
SZ#5ARM AArch64Z &1 RAIPITEIRIZHIRR o
TZPC

TZPCEFLZEHRIZSE, BETZPCAILUEIMEECENLZE . IFRERLTETNE
BT, DIEHZEIBERRE, £Hi309ahR2EH TTIMER,

CryptoEngine

XIRE R B A NNERSSEC:

BT R RELFRXMEE

IEXIFREZR D& ENNERZEHPRE ( High Performance RSA and ECC engine ) :
FATF5MRSA. ECCHEIRITRERBZERANEE -

JTAG-AUTH

JITAGENiERS, ATFEFNTAGHEIHFX.

WatchDog Timer

BORFRM2PMZEWDT ( RFNBRLEFRAEZ—) o

1.2.6 EMRIRESIMNY

Hi309aV1003Z#FLA FARAEIX :

PCleiE MU0 T AR AE:
- PCl Express Base Specification Revision 2.1 Specification.09/2006,
- PIPE Specification for PCl Express 2.0 Version. 07/2007 .

DDRGE M IN T HrfE:

SASRRZS 01 (2025-10-30) WRINERE © BRIRAEIRAH 6
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- JESD79-4; Sep 2012,
- JESD79-3E; July 2010,
o RSABMIITFHRE:
- FIPS PUB 186-3 Digital Signature Standard; June 2009,

- RFC3526 More Modular Exponential ( MODP ) Diffie-Hellman groups
for Internet Key Exchange (IKE) ; May 2003,

- RFC2631 Diffie-Hellman Key Agreement Method; June 1999,
- PKCS #1 v2.1: RSA Cryptography Standard; June 2002,

o SECEMNINTHRE:
- BiEmE:

®  FIPS PUB 46-3 DATA ENCRYPTION STANDARD ( DES) ; Oct 1999,

=  FIPS PUB 197 ADVANCED ENCRYPTION STANDARD ( AES) ; Nov
2001,

®  FIPS PUB 180-2 SECURE HASH SIGNATURE STANDARD ( SHA ) ;
Aug 2002,

®"  FIPS PUB 198 The Keyed-Hash Message Authentication Code
(HMAC) ; Mar 2002,

®  NIST Special Publication 800-38A (2001 ) : "Recommendation for
Block Cipher Modes of Operation",

®  NIST Special Publication 800-38B (2001 ) : "Recommendation for
Block Cipher Modes of Operation: The CMAC Mode for
Authentication" .

®  RFC 1321 The MD5 Message-Digest Algorithm; Apr 1992,

®  RFC 2104 HMAC: Keyed-Hashing for Message Authentication; Feb
1997,

®  RFC 2202 Test Cases for HMAC-MD5 and HMAC-SHA-1; Sep
1997,

®  RFC 2403 The Use of HMAC-MD5-96 within ESP and AH; Nov
1998,

= RFC 2404 The Use of HMAC-SHA-1-96 within ESP and AH; Nov
1998,

®  RFC 3566 The AES-XCBC-MAC-96 Algorithm and its Use With Ipsec;
Sep 2003,

®  RFC 4493 The AES-CMAC Algorithm; Jun 2006,

" RFC4309 Using Advanced Encryption Standard ( AES) CCM Mode
with IPsec Encapsulating Security Payload ( ESP) ; Dec 2005,

®  RFC 4106 The Use of Galois/Counter Mode ( GCM ) in IPsec
Encapsulating Security Payload (ESP) ; Jun 2005,

SASRRZS 01 (2025-10-30) WRINERE © BRIRAEIRAH 7
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®  RFC 2451 The ESP CBC-Mode Cipher Algorithms; Nov 1998,

®  RFC 3602 The AES-CBC Cipher Algorithm and its Use with IPsec;
Sep 2003,

®  RFC 3686 Using Advanced Encryption Standard ( AES) Counter
Mode With IPsec Encapsulating Security Payload (ESP) ; Jan
2004,

®  RFC 2405 The ESP DES-CBC Cipher Algorithm With Explicit IV; Nov
1998,

= 3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 &
UIA2; Document 1: UEA2 and UIA2 specifications" ( SNOW 3G ) ,

®  3GPP TS 35.202: 3G Security; Specification of the 3GPP
confidentiality and integrity algorithms; Document 2,

PNt
®  RFC4301 Security Architecture for the internet Protocol; Dec 2005,
" RFC4303 IP Encapsulating Security Payload ( ESP) ; Dec 2005,

®  RFC4305 Cryptographic Algorithm Implementation Requirements for
Encapsulating Security Payload ( ESP) and Authentication Header
(AH) ; Dec 2005,

= 3GPP TS 36.323 V10.1.0 (2011-03) Technical Specification,
" 3GPP TS 33.401 V9.6.0 (2010-12) Technical Specification,

e GE & XGE& PPE & SPPEEEM AN FHRIfE:

HiTag;
RFC894: A Standard for the Transmission of IP Datagrams over Ethernet
Networks, Apirl 1984,

RFC2516: A Method for Transmitting PPP Over Ethernet ( PPPoE ),
February 1999,

IEEE Std 802.3-2008: Part 3: Carrier Sense Multiple Access with Collision
Detection ( CSMA/CD ) Access Method and Physical Layer Specifications,
December 2009,

IEEE Std 802.1Q-2005: Virtual Bridged Local Area Networks, May 2006,

IEEE Std 802.1ah-2008: Virtual Bridged Local Area Networks Amendment
7: Provider Backbone Bridges, August 2008,

IEEE Std 802.1ad-2005: Virtual Bridged Local Area Networks Amendment
4: Provider Bridges, May 2006,

|EEE Std 802.3ah-2004: Amendment: Media Access Control,

Parameters, Physical Layers, and Management Parameters for Subscriber
Access Networks, September 2004,

IEEE Std 802.1ag-2007: Virtual Bridged Local Area Networks,
Amendment 5: Connectivity Fault Management, December 2007,

IEEE Std 802.1AB-2009: Station and Media Access Control Connectivity
Discovery, September 2009,

N5k 01 (2025-10-30)
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1.3 BES4FH

ITU Y.1731-200802: OAM functions and mechanisms for Ethernet based
networks, 02/2008,

RFC3031: Multiprotocol Label Switching Architecture, January 2001,
RFC3032: MPLS Label Stack Encoding, January 2001,

RFC826: An Ethernet Address Resolution Protocol or Converting Network
Protocol Addresses to 48.bit Ethernet Address for Transmission on
Ethernet Hardware, November 1982,

RFC903: A Reverse Address Resolution Protocol, June 1984,
RFC791: INTERNET PROTOCOL, September 1981,

RFC2460: Internet Protocol, Version 6 ( IPv6 ) Specification, December
1998,

RFC1701: Generic Routing Encapsulation ( GRE ), October 1994,
RFC2784: Generic Routing Encapsulation ( GRE ) , March 2000,
RFC4302: IP Authentication Header, December 2005,

RFC4303: IP Encapsulating Security Payload ( ESP) , December 2005,
RFC793: TRANSMISSION CONTROL PROTOCOL, September 1981,
RFC768: User Datagram Protocol, August 1980,

RFC4960: Stream Control Transmission Protocol, September 2007,
RFC792: INTERNET CONTROL MESSAGE PROTOCOL, September 1981,

RFC4443: Internet Control Message Protocol (ICMPv6 ) for the Internet
Protocol Version 6 ( IPv6) Specification, March 2006,

RFC3376: Internet Group Management Protocol, Version 3, October
2002,

RFC2131: Dynamic Host Configuration Protocol, March 1997,
RFC951: BOOTSTRAP PROTOCOL (BOOTP), September 1985,

3GPP TS 29.060 V10.1.0 (2011-03) : GPRS Tunnelling Protocol (GTP)
across the Gn and Gp interface ( Release 10) .

IEEE Std 1588-2008: IEEE Standard for a Precision Clock Synchronization
Protocol for Networked Measurement and Control Systems, July 2008,

ITU Q.922-199202: ISDN DATA LINK LAYER SPECIFICATION FOR FRAME
MODE BEARER SERVICES, 1992,

JTAGEB MU T HRAE:

1149.6TM IEEE Standard for Boundary-Scan Testing of Advanced Digital
Networks,

Hi309ait BB LA T SFE:

a5 CoreEB/%0.8V. 1.0V,
|/OBR/EUNT:

DDR4: 1.2V,
RGMII/MII0: 1.8V,
MDIO/MIIT: 1.8V,

N5k 01 (2025-10-30)
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- PLL:

1.8V

- Hfth: 1.8V,
o HINFE <15W,
o IIEEFCBGA, R25mmx25mm,
o TT{ERIZRE: -40C~+85C,

o IKHITELER: -40C~+105C,
> /
1.4 {TaZ00
% 1-2 Hi309a 3R IR TR0
oS TRES £2E]) LSt
Hi309a PanguM900NPH | PanguM900 NP FCBGA 25mmx25mm
i309a

N#5hRZA 01 (2025-10-30)
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